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ABSTRACT. We develop a conceptual framework based on a systematic and com- 
prehensive literature review on urban Internet of Things systems and data monitoring 
algorithms in smart and environmentally sustainable cities. Building our argument 
by drawing on data collected from Capgemini, CBRE Research, DNV GL, ESI 
ThoughtLab, ITU, and KPMG, we performed analyses and made estimates regarding 
how networked and integrated sustainable urban technologies have configured smart 
ecosystems. Smart sustainable city governance and management focus on configuring 
adequate operational processes. Internet of Things sensing infrastructures are pivotal 
in gathering massive volumes of data through sensor devices. Huge data streams are 
produced by networked devices by harnessing integrated sustainable urban tech- 
nologies. Big data have to be integrated across Internet of Things sensing infra- 
structures with data-driven planning technologies. The data for this research were 
gathered via an online survey questionnaire. Descriptive statistics of compiled data 
from the completed surveys were calculated when appropriate. 
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1. Introduction 
 
Smart and environmentally sustainable cities can decrease resource use, envi- 
ronmental pollution, traffic congestion, and safety hazards, while optimizing 
energy efficiency and the standard of living. (Teng et al., 2021) Smart 
sustainable city governance and management focus on configuring adequate 
operational processes and attaining enhanced urban outcomes by use of net- 
worked and integrated sustainable urban technologies. (Jiang, 2021) Smart 
interconnected cities are configured through Internet of Things sensing 
infrastructures. (Cao and Wachowicz, 2019) Increase in networked devices 
across Internet of Things-enabled smart cities leads to growing levels of 
collected data. (Ismagilova et al., 2019) 

 
2. Conceptual Framework and Literature Review 
 
Learning algorithms and nonconscious computing brains are integrated in 
sustainable urban governance networks, articulating cognitive smart cities. 
(Williamson, 2017) Smart cities harness interconnected sensor networks to 
solve urban issues, improve the standard of living, and upgrade government 
performance. (Kim et al., 2021) Smart cities develop on the integration of 
data technologies, being pivotal in the advancement of a sustainable envi- 
ronment. (Al-Turjman et al., 2020) Sustainable development challenges are 
associated with Internet of Things-enabled smart city governance, and thus 
sustainable, groundbreaking, and nondiscriminatory urban environments are 
needed. (Trindade Neves et al., 2020) Networked and integrated sustainable 
urban technologies have configured smart ecosystems where public services 
are automated and can be monitored, handled, and accessed remotely by use 
of smart interconnected devices. (Ahad et al., 2020) Big data has accelerated 
the use of data-driven planning technologies in the provision of public ser- 
vices across sustainable urban governance networks. (Löfgren and Webster, 
2020) Integrated smart city planning and management enable heterogeneous 
sharing of human and environment contextual data that are instrumental in 
cognitive computing-based applications. (Park et al., 2019) 

 
3. Methodology and Empirical Analysis 
 
Building our argument by drawing on data collected from Capgemini, CBRE 
Research, DNV GL, ESI ThoughtLab, ITU, and KPMG, we performed ana- 
lyses and made estimates regarding how networked and integrated sustain- 
able urban technologies have configured smart ecosystems. The data for this 
research were gathered via an online survey questionnaire. Descriptive sta- 
tistics of compiled data from the completed surveys were calculated when 
appropriate. 
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4. Study Design, Survey Methods, and Materials 
 
The interviews were conducted online and data were weighted by five vari- 
ables (age, race/ethnicity, gender, education, and geographic region) using 
the Census Bureau’s American Community Survey to reflect reliably and 
accurately the demographic composition of the United States. 

 
Data sources: Capgemini, CBRE Research, DNV GL, ESI ThoughtLab, ITU, 
and KPMG. 
Study participants: 6,300 individuals provided an informed e-consent.  

 
This survey employs statistical weighting procedures to clarify deviations in 
the survey sample from known population features, which is instrumental in 
correcting for differential survey participation and random variation in sam- 
ples. All data were interrogated by employing graphical and numeric ex- 
ploratory data analysis methods. Results are estimates and commonly are 
dissimilar within a narrow range around the actual value. The data was 
weighted in a multistep process that accounts for multiple stages of sampling 
and nonresponse that occur at different points in the survey process. 

 
Test data was populated and analyzed in SPSS to ensure the logic and ran- 
domizations were working as intended before launching the survey. To ensure 
high-quality data, data quality checks were performed to identify any respon- 
dents showing clear patterns of satisficing (e.g., checking for high rates of 
leaving questions blank). Sampling errors and test of statistical significance 
take into account the effect of weighting. Question wording and practical dif- 
ficulties in conducting surveys can introduce error or bias into the findings 
of opinion polls. The sample weighting was accomplished using an iterative 
proportional fitting process that simultaneously balanced the distributions of 
all variables. Stratified sampling methods were used and weights were 
trimmed not to exceed 3. Average margins of error, at the 95% confidence 
level, are +/-2%. The design effect for the survey was 1.3. For tabulation 
purposes, percentage points are rounded to the nearest whole number. The cu- 
mulative response rate accounting for non-response to the recruitment surveys 
and attrition is 2.5%. The break-off rate among individuals who logged onto 
the survey and completed at least one item is 0.2%. 

 
The precision of the online polls was measured using a Bayesian credibility 
interval. Confirmatory factor analysis was employed to test for the reliability 
and validity of measurement instruments. Addressing a significant knowledge 
gap in the literature, the research has complied with stringent methodology, 
reporting, and data analysis requirements.  
 

Flow diagram of study procedures 
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5. Statistical Analysis 
 
Multivariate analyses, and not univariate associations with outcomes, are 
more likely to factor out confounding covariates and more precisely deter- 
mine the relative significance of individual variables. Independent t-tests for 
continuous variables or chi-square tests for categorical variables were em- 
ployed. Descriptive analyses (mean and standard deviations for continuous 
variables and counts and percentages for categorical variables) were used. 
Descriptive statistical analysis and multivariate inferential tests were under- 
taken for the survey responses and for the purpose of variable reduction in 
regression modeling. 

 
Mean and standard deviation, t-test, exploratory factor analysis, and data 
normality were inspected using SPSS. To ensure reliability and accuracy of 
data, participants undergo a rigorous verification process and incoming data 
goes through a sequence of steps and multiple quality checks. Descriptive 
and inferential statistics provide a summary of the responses and compar- 
isons among subgroups. AMOS-SEM analyzed the full measurement model 
and structural model.  

 
An Internet-based survey software program was utilized for the delivery and 
collection of responses. Panel research represents a swift method for gathering 
data recurrently, drawing a sample from a pre-recruited set of respondents. 
Behavioral datasets have been collected, entered into a spreadsheet, and 
cutting-edge computational techniques and empirical strategies have been 
harnessed for analysis. Groundbreaking computing systems and databases 
enable data gathering and processing, extracting meaning through robust de- 
ployment. Non-response bias and common method bias, composite reliability, 
and construct validity were assessed.  
 

Flow diagram of statistical parameters and reproducibility 

  
6. Results and Discussion 
 
Internet of Things sensing infrastructures are pivotal in gathering massive 
volumes of data through sensor devices to supply precise decision-making 
recommendations (Andrei et al., 2016; Kliestik et al., 2021; Lyons and 
Lăzăroiu, 2020; Pricina, 2020) in smart sustainable city governance and 
management by use of machine learning-based analytics. (Teng et al., 2021) 
Neurocomputational cognitive systems cover how citizens are reconfigured 
in smart cities. (Williamson, 2017) Huge data streams are produced by net- 
worked devices by harnessing integrated sustainable urban technologies, thus 
enabling the analysis automation of acquired data in smart and environ- 
mentally sustainable cities. (Cao and Wachowicz, 2019) (Tables 1–6)  
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Table 1 Smart technologies can combat crime  
              and increase public safety. (%, relevance) 
Big data and artificial intelligence for real-time facial recognition,  
license plate scanning, crowd-sourcing apps, as well as predictive  
policing tools to anticipate where and when crimes may occur.   

92 

Drones for search and rescue missions, viewing hostage situations, 
monitoring fires and automobile accidents, and  
tracking down escaped criminals.  

90 

Acoustic sensors to alert police departments when a gunshot is fired. 89 
Body cameras for police to keep both officers and the public accountable 
during interactions, and to photograph evidence or record interviews. 

88 

Smart street lighting to detecting gunshots and show  
whether pedestrians and vehicles are approaching. 

87 

Sources: ESI ThoughtLab; our survey among 6,300 individuals conducted April 2021. 
 
Table 2 Smart cities manage to cohesively leverage and invest in their physical,  
              social and technology infrastructure to fuel sustainable economic growth 
              and a high quality of life for its citizens (%, relevance) 
A smart city harnesses emerging technologies such as  
the Internet of Things, artificial intelligence, machine learning  
and big data in order to make it more liveable, workable and sustainable. 

96 

Planning for resilience requires robust evidence based on real-time,  
local data. Significant investment in IoT projects is needed as governments 
and organisations across the world seek to manage, monitor and automate 
operations remotely. 

94 

Ubiquitous connectivity is the backbone for a productive,  
sustainable and resilient city. 

93 

Connectivity networks support the diverse spectrum of activities  
that have been forced to rapidly shift to online and are critical  
to enable the continued operations of essential services. 

93 

If not adequately secured, the IoT devices and the data  
that are available from smart cities could be targeted  
to affect the confidentiality of citizens’ information. 

91 

The true power of a city’s diverse data streams can only  
be unlocked when the data is integrated, analysed and transformed. 

93 

Communicating data in accessible formats enables communities to make 
better decisions and empowers them to engage in the co‑creation of cities. 

92 

Advanced technologies are comprehensively transforming the urban fabric 
of cities via the instrumentation, measurement and collection of data from 
potentially every physical thing within a city, assisting in making better, 
faster decisions, automating processes and enabling prediction of future 
events, and leading to improved city services such as better waste 
management, efficient transportation, as well as more closely monitored  
and improved food and water supplies, and better air quality. 

90 

Sources: KPMG; our survey among 6,300 individuals conducted April 2021. 
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Table 3 Which technologies does your city use  
              to support its operations? (%, relevance) 
Cloud-based technology 97 
Internet of Things/Sensors/Wearables 94 
Mobile apps 93 
Biometrics/Facial recognition 88 
Chatbots/Natural language processing 84 
Artificial intelligence/Machine learning 56 
Augmented and virtual reality 54 
Smart beacons/Near field communication 49 
Drones and robots 42 
Blockchain  31 
Sources: ESI Thought Lab; CBRE Research; our survey among  
               6,300 individuals conducted April 2021. 
 
Table 4 Key drivers for smart cities (%, relevance) 
Technology-enabled smart city initiatives will help  
to make my city more sustainable. 

93 

Technology-enabled smart city initiatives will help  
my city improve the quality of urban services in my city. 

90 

Sources: Capgemini; our survey among 6,300 individuals conducted April 2021. 
 
Table 5 Barriers to smart green city initiatives (%, relevance) 
Funding  84 
Technical expertise 81 
Staffing  78 
Limited support of utilities 75 
Political support/will 73 
Lack of plan/roadmap of how to start 72 
Bureaucratic issues 71 
Sources: DNV GL; our survey among 6,300 individuals conducted April 2021. 
 
Smart cities are cognitive environments in which residents are configured 
computationally as regards neurobiological adjustability and disposition to 
algorithmic optimization. (Williamson, 2017) Massive volumes of intercon- 
nected devices are embedded into fabric of data-driven smart sustainable 
cities, furthering operational performance and planning. (Cao and Wachowicz, 
2019) Increase in collected data across Internet of Things-enabled smart 
cities necessitates considerable resources for cloud storage by use of sensor-
based big data applications. (Ismagilova et al., 2019) Smart cities require 
integrated smart city planning and management in handling and enhancing 
the intricacy of urban living. (Trindade Neves et al., 2020) Digitally-oriented 
big data routines gather, manage, mine, store, process, and analyze large sets 
of information (Andronie et al., 2021a, b; Konhäusner et al., 2021a, b; 
Mircică, 2020; Sawyer et al., 2020) through machine learning-based analytics 
in sustainable urban governance networks. (Löfgren and Webster, 2020) 
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Table 6 Smart technologies provide opportunities to collect detailed information  
              about the city, the people in it, and how it is functioning. (%, relevance) 
If smart cities are developed based on needs, they can provide  
public services that are more efficient, effective and personalized. 

96 

Widespread technology and software deployment will become key  
to managing cities. Technologies that collect and analyze data,  
as well as communicate between city actors and infrastructure,  
can automatically and rapidly respond to situations in the city. 

96 

Smart interventions in a city may entail installing new infrastructure,  
like smart lighting along city streets, or a new software system, such as an 
automated voice system to respond to queries coming to the city’s helpdesk. 

95 

For cities that are starting to become smarter it makes sense to begin  
with simple interventions and to use the experience to develop capacities,  
processes and institutional knowledge that can be leveraged for  
more complex interventions over time. 

95 

Harnessing simple, smart solutions, taking advantage of  
technological development such as artificial intelligence,  
machine learning, mobile computing, cloud computing and Internet of Things,  
can help cities to better understand their problems, to design and test smart 
interventions, to track in real-time the impact of those interventions, to scale up  
the things that work and to quickly put an end to those that don’t. 

94 

Smart solutions are inhibited by organizational structures and cultures  
at odds with principles of collaboration, agility, accessibility, dynamism, 
transparency, openness, simplicity, and people empowerment. 

94 

A smart city is an urban innovation ecosystem that effectively manages its own 
development by innovating constantly in aspects of city management and operations 
as well as in the ways that the city is occupied and used by residents and visitors. 

94 

A good starting point for cities that aspire to being smarter is to focus on their 
administration and internal capacity, to harness technology to improve what  
they do, and in the process to develop internal capacity and understanding of  
the potential of smart technologies and data. 

93 

By exploring ways to improve administrative functions, city employees  
can learn more about the capabilities of smart technologies and can use  
their own experience and deep knowledge of administration to good effect. 

93 

Cloud services are useful for cities because infrastructure can be  
added and removed flexibly, simplifying procurement and reducing costs. 

94 

By digitizing and automating city administration, cities can improve on  
their internal processes. Electronic workflows are more consistent, can be 
monitored for efficiency, and documentation cannot be lost along the way. 

94 

Digital processes generate data along the way: not only will the city  
have records in electronic form, but data about how many applications  
are received, how fast they are processed, and the results can be used  
to monitor the effectiveness of city processes and to improve them over time. 

95 

Smart interventions have tackled many environmental problems, from managing 
energy and water supply and demand, to waste collection and air quality 
monitoring: smart technologies allow the collection and analysis of data that 
improves understanding of the problems and the effectiveness of the solutions. 

93 

Smart Internet of Things devices can be used as environmental sensors  
to monitor dust, air pollution, odors, noise, humidity, weather and radiation  
levels. Environmental monitoring solutions also enable the observation, control,  
and sustainable management of infrastructure for power supply, air quality, 
recycling, waste management, water and sewerage. 

93 
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Cities need to be concerned with cleaner transport, energy efficient buildings, clean 
power generation, the energy sources used in homes, industrial waste and better 
municipal waste management, all of which will contribute to better air quality. 

92 

Smart technologies enable cities to effectively connect their inhabitants  
to each other, connecting both their human intelligence and their smart devices,  
and collecting data from residents about what city services they use and how,  
i.e., input used to inform city planning. 

93 

Smart lighting not only provides light, and manages the cost  
and energy consumption involved, it can also turn street-lights  
into an intelligent resource providing services such as Internet access, 
environmental sensors, crime detection and traffic monitors. 

91 

Smart solutions can assist in optimizing the use of existing parking space  
by directing drivers to vacant spaces using apps that show pricing, distance, 
popularity, and number of remaining spaces. For cities and private companies  
that operate parking lots, smart solutions can be used to improve revenue  
collection through the use of license plate recognition, e-ticketing, and  
the automated recording of parking time. 

92 

Smart technologies give cities new tools for taking preventive measures,  
responding to emergencies, and planning for longer-term sustainability and growth. 

93 

Smart tools that improve what cities know about their current state  
as well as real-time information that helps cities to observe the impact of 
interventions as they happen, better equip cities for absorbing shocks and  
to find effective adaptation and recovery solutions faster. 

91 

Sources: ITU; our survey among 6,300 individuals conducted April 2021. 
 
Big data collected from citizens’ inputs should be handled efficiently as 
machine learning-based analytics optimizes the level of responsive governance 
in smart cities. (Kim et al., 2021) Big data have to be integrated across 
Internet of Things sensing infrastructures with data-driven planning technol- 
ogies to improve citizen and device networking. (Ismagilova et al., 2019) 
Heterogeneous data generated throughout the urban ecosystem are essential 
in smart sustainable city governance and management and in identifying 
knowledge-based solutions in smart and environmentally sustainable cities. 
(Trindade Neves et al., 2020) Sensors and actuators are embedded in smart 
interconnected devices that enable streamlined decision making, microcon- 
trollers being programmed to operate automatically based on the collected 
data in integrated smart city planning and management. (Ahad et al., 2020) 
Sustainable governance networks constitute the infrastructure of Internet of 
Things-enabled smart cities. (Löfgren and Webster, 2020) Smart cities gen- 
erate massive volumes of data streams that reconfigure cognitive computing-
based solutions as computationally networked urbanism. (Park et al., 2019) 
Smart city software systems are shifting the activity of citizens from physical 
realm to cyberspace. (Kumari et al., 2020) Smart equity may empower 
citizens as end-users in urban areas typified by sustainable urban governance 
networks. (Han and Kim, 2021) Internet of Things platforms facilitate smart 
city initiatives, enhancing the standard of living by use of networked and 
integrated sustainable urban technologies. (Fahmideh and Zowghi, 2020) 



www.manaraa.com

 143 

7. Conclusions, Implications, Limitations, and Further Research Directions 
 
Smart urban governance articulates a context-based, sociotechnical manner of 
administering Internet of Things-enabled smart cities. (Jiang, 2021) In smart 
cities, data technologies are integrated across Internet of Things sensing in- 
frastructures (Franklin and Potcovaru, 2021; Lăzăroiu et al., 2017; Pop et al., 
2021; Valaskova et al., 2021) by harnessing sensor-based big data applica- 
tions. (Ahad et al., 2020) Smart cities develop on massive volumes of data 
generated by Internet of Things-based connected sensors. (Park et al., 2019) 
Smart and environmentally sustainable cities rely on networked and integrated 
sustainable urban technologies (Gordon, 2021; Lăzăroiu et al., 2019; Popescu 
Ljungholm and Olah, 2020) to increase operational performance across urban 
Internet of Things systems. (Zvolska et al., 2019) This article focuses only on 
urban Internet of Things systems and data monitoring algorithms in smart and 
environmentally sustainable cities. Limitations of this research also include a 
convenient sample, small sample size, and cross-sectional data collection, thus 
limiting generalizability. Certain variables were dichotomized because of 
small cell sizes throughout the analysis. The sample size and the richness of 
the cohort study dataset enable the control for numerous potential con- 
founders in the multivariable analysis, and provide novel data on the topic. 
More data gathered either cross-sectionally or longitudinally that utilize larger 
study populations are required to check and support the conclusions drawn in 
this study. Further research should consider Internet of Things sensors and 
digital urban governance in data-driven smart sustainable cities. 
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